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Abstract: The advent of technological revolution in 

communications and information exchange has 

created sophisticated form of crime is called, cyber 

crime. Cybercrimes have more severe economic 

impacts than many conventional crimes and like any 

other crime. Cyber crimes are a new class of crimes 

rapidly increasing due to extensive use of Internet and 

I.T. enabled services. Through internet and WWW, 

anyone can access information at anytime and 

anywhere but the data which is available online can 

be targeted by third person in a way of hacking, 

pashing, etc. to harm the computer and information 

stored in computer or available online. This type of 

happening is called cyber crime. Cyber crime always 

involves some degree of infringement on the privacy 

of others or damage to computer-based property such 

as files, web pages or software. This paper deals with 

cybercrime in India and its crime statistics.  
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Introduction  

Current era is too fast to utilize the time 

factor to improve the performance factor. It is only 

possible due the use of Internet. The term Internet can 

be defined as the collection of millions of computers 

that provide a network of electronic connections 

between the computers. There are millions of 

computers connected to the internet. Everyone 

appreciates the use of Internet but there is another side 

of the coin that is cyber crime by the use of Internet.  

 

The term cyber crime can be defined as an 

act committed or omitted in violation of a law 

forbidding or commanding it and for which 

punishment is imposed upon conviction. Other words 

represents the cyber crime as ―Criminal activity 

directly related to the use of computers, specifically 

illegal trespass into the computer system or database 

of another, manipulation or theft of stored or on-line 

data, or sabotage of equipment and data. 

There are a good number of cyber crime 

variants. A few varieties are discussed for the purpose 

of completion. This article is not intended to expose 

all the variants. The readers are directed to other 

resources. 

 

Cyber stalking  

Cyber stalking is use of the Internet or other 

electronic means to stalk someone. This term is used 

interchangeably with online harassment and online 

abuse. Stalking generally involves harassing or 

threatening behavior that an individual engages in 

repeatedly, such as following a person, appearing at a 

person's home or place of business, making harassing 

phone calls, leaving written messages or objects, or 

vandalizing a person's property.  

 

Hacking  

"Hacking" is a crime, which entails cracking systems 

and gaining unauthorized access to the data stored in 

them. Hacking had witnessed a 37 per cent increase 

this year.  
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Phishing  

Phishing is just one of the many frauds on the 

Internet, trying to fool people into parting with their 

money. Phishing refers to the receipt of unsolicited 

emails by customers of financial institutions, 

requesting them to enter their username, password or 

other personal information to access their account for 

some reason. Customers are directed to a fraudulent 

replica of the original institution's website when they 

click on the links on the email to enter their 

information, and so they remain unaware that the 

fraud has occurred. The fraudster then has access to 

the customer's online bank account and to the funds 

contained in that account. F-Secure Corporation's 

summary of 'data security' threats during the first half 

of 2007 has revealed that the study found the banking 

industry as soft target for phishing scams in India.  

 

Cross Site Scripting  

Cross-site scripting (XSS) is a type of computer 

security vulnerability typically found in web 

applications which allow code injection by malicious 

web users into the web pages viewed by other users. 

Examples of such code include HTML code and 

client-side scripts. An exploited cross-site scripting 

vulnerability can be used by attackers to bypass 

access controls.  

 

Vishing  

Vishing is the criminal practice of using social 

engineering and Voice over IP (VoIP) to gain access 

to private .personal and financial Information from the 

public for the purpose of financial reward. The term is 

a combination of "voice" and phishing. Vishing 

exploits the public's trust in landline telephone 

services, which have traditionally terminated in 

physical locations which are known to the telephone 

company, and associated with a bill-payer. The victim 

is often unaware that VoIP allows for caller ID 

spoofing, inexpensive, complex automated systems 

and anonymity for the billpayer. Vishing is typically 

used tosteal credit card numbers or other information 

used in identity theft schemes from individuals. 

 

Cyber Squatting Cyber squatting is the act of 

registering a famous domain name and then selling it 

for a fortune. This is an issue that has not been tackled 

in IT act 2000.  

 

 Bot Networks A cyber crime called 'Bot Networks', 

wherein spamsters and other perpetrators of cyber 

crimes remotely take control of computers without the 

users realizing it, is increasing at an alarming rate. 

Computers get linked to Bot Networks when users 

unknowingly download malicious codes such as 

Trojan horse sent as e-mail attachments. Such affected 

computers, known as zombies, can work together 

whenever the malicious code within them get 

activated, and those who are behind the Bot Networks 

attacks get the computing powers of thousands of 

systems at their disposal. Attackers often coordinate 

large groups of Bot-controlled systems, or Boot 

networks, to scan for vulnerable systems and use them 

to increase the speed and breadth of their attacks. 

Trojan horse provides a backdoor to the computers 

acquired. A 'backdoor" is a method of bypassing 

normal authentication, or of securing remote access to 

a computer, while attempting to remain hidden from 

casual inspection. The backdoor may take the form of 

an installed program, or could be a modification to a 

legitimate program. Boot networks create unique 

problems for organizations because they can be 
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remotely upgraded with new exploits very quickly 

and this could help attackers pre-empt security efforts. 

 

 

Frequency of cyber attacks 

In the past, India used to be a target of cyber attacks 

for political motivation only. Over the past few years, 

the global cybercrime landscape has changed 

dramatically, with criminals employing more 

sophisticated technology and greater knowledge of 

cyber security. Until recently, malware, 

spam emails, hacking into corporate sites and other 

attacks of this nature were mostly the work of 

computer ‘geniuses’ showcasing their talent. These 

attacks, which were rarely malicious, have gradually 

evolved into cybercrime syndicates siphoning off 

money through illegal cyber channels. 

 

 

 

The frequency of cyber attacks are increased within 

one year. 

 

Impact of cybercrime in India 

Cybercrime can be developed using various methods; 

worms are one of the most potent form of cyber 

attacks that can cause serious disruption in business 

operations. The Stuxnet computer worm is the first 

known worm to target and tamper with industrial 

controls. In September 2010, it infected an unknown 

number of industrial controls worldwide and could 

stealthily give false instructions to machinery and 

false readings to operators. Potentially, it could 

destroy gas pipelines, cause a nuclear plant to 

malfunction or cause factory boilers to explode. The 

worm was known to be most active in Iran, but 

Indonesia, India and Pakistan also reported infections. 

 

Sectors prone to cyber attacks 

In this day and age organisations are extensively using 

information technology and applications for 

automation of business processes, also, due to the IT 

revolution, Internet is now the key medium for 

business transaction, thereby leaving many sectors 

vulnerable to cyber attacks. The level of vulnerability 

of sectors depends on the extent of IT pervasiveness 

in each of these sectors below, as a result some 

sectors are more prone to attacks than other sectors.  
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Motivation for cyber attacks 

In the early days, cybercrime attacks were mostly 

carried out for fun, to demonstrate skills or to achieve 

one-off financial gains. Nowadays, organised 

criminals operate with carefully planned and executed 

attacks not necessarily for the financial rewards, but 

motivated by activism or digital espionage. These new 

forms of cybercrime have attention from governments 

all over the world, since they involve serious risks in 

the field of disruption of vital functions in society.  

 

 

 

Conclusion  

This manuscript put its eye not only on the 

understanding of the cyber crimes but also explains 

the impacts over the different levels of the society. 

This will help to the community to secure all the 

online information critical organizations which are not 

safe due to such cyber crimes. The understanding of 

the behavior of cyber criminals and impacts of cyber 

crimes on society will help to find out the sufficient 

means to overcome the situation.  

The way to overcome these crimes can broadly be 

classified into three categories: Cyber Laws (referred 

as Cyber laws), Education and Policy making. All the 

above ways to handle cyber crimes either are having 

very less significant work or having nothing in many 

of the countries. This lack of work requires to 

improve the existing work or to set new paradigms for 

controlling the cyber attacks. 
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